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Take this GUI and shove it
In many cases, a command-line interface makes life easier than
some fancy GUI. Here's why

1 2 3

Let me offer an example. I recently had a relatively complex meshed VPN network to construct

using Cisco ASA security appliances. Using the CLI, I configured one ASA5520 with everything I

needed: IP addresses, routes, a tunneled OSPF configuration, VPN tunnel definitions, a bevy of

QoS rules, access-lists, remote and local administration rules, SNMP strings, logging, a new

firmware version, the whole works.

I was then able to copy off that text-based configuration and run it through sed to do a search and

replace on IP addresses and network definitions, and within a minute or two I had a complete

configuration for the other ASA5520s. All I had to do to get them running was log into them, copy

over the right firmware and their configuration file, and reboot them. By any definition, that's a

highly simple and effective method, and one possible due to the simplicity of the CLI and the text-

based configs.

But then I came across the Cisco SA520. While the ASA5520s are full-blown ASA appliances, the

SA520 is dubbed a "Small Business Pro security appliance." It was for one site that didn't need the

horsepower of the ASA5520, and the specs of the SA520 fell into line with the planned service to

that site.

The SA520 doesn't have a CLI, or even a serial console for that matter. All it has is a Web UI.

So rather than being able to configure this device in a matter of a minute or two as I had with its

bigger brothers, I had to wade through the Web UI to build essentially the same configuration as

the other ASAs had, specific to the site. This process took longer than the entirety of the time I spent

configuring all the other ASAs. Nominally, you'd think that having a Web UI would be easier than a

CLI, but that certainly wasn't true in this case.

To be fair, the SA520 is designed for small businesses and meant to be used by those that would

have no idea what to do with a real Cisco IOS CLI. Sadly, Cisco used to make the PIX 501 that was

produced for the same market, ran PIXOS and had a fully functional CLI. For the SA520, however,

the Web UI is really the only method of configuration possible. The lack of a complete underlying

CLI interface renders the device more difficult to use in many cases.

For another example, say that you need to do an external re-IP on a large corporate firewall that

has to happen as fast as possible to minimize downtime. There are a few ways to do this. The

costliest would be to purchase another firewall, configure it with all the new addresses,

translations, rules, and whatnot, and then simply turn it on and turn the old one off.

If the firewall does not have a CLI, that might be the only option, because otherwise you have to

feverishly click through page after page of a Web UI or a text-based menuing interface, or run

through a fat GUI client to make all the necessary changes on the fly. Depending on the size of the

task, this could take a very long time indeed.

Alternatively, if there's a strong CLI, you simply open up a text editor, dump in the relevant portions
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captcha registration and still the spammers manager to register!

Count me in the CLI camp. GUIs trick people into thinking they know what they are

doing, often with disastrous results.
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of the configuration, run a search and replace for the IP addresses, make a few routing changes,

and when the time comes to make the switch, you literally just paste the configuration into the

firewall. All done in a matter of seconds.
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How many network admins do know what sed is? Let alone use it

Let's face it. You, Myself and other old timers do have some understanding of

using utilities to speed up our work. However, WE ARE AN EXTINCT BREED. 

CLI is very helpful in management of IT infrastructure. However, many IT

managers don't have any clue on using CLI utilities, They lack programing skills

and they know when and on what to click. That's the IT today.

Matt Cary

4-Oct-10 6:49pm

>How many network admins do know what sed is? Let alone use it

I would guess that many more people know sed now than knew it 20

years ago. Many newbie admins of today will be power admins 5 years

from now.

It's true that there are many more people now who admin systems by

GUI, but we shouldn't let the vendors dumb down our essential tools. It

serves no one in the long run.

tscoff

4-Oct-10 9:58am

I agree completely. I find it entertaining that the more time I spend working in IT

the more I work with a CLI. It's more reliable, it works faster, and it's easier once

you get over the initial learning curve.

My employer cares about results. The faster something gets done the happier my

employer is. So I work with a CLI and I expect people working for me to learn it

too.

Linatux

4-Oct-10 4:49pm

I prefer CLI, but there are plently of times (less familiar tasks) I find a menu/GUI

easier. What I hate is when the gui doesn't refer to the .conf file but uses it's own

stored settings. YaST (last time I used it) was awful for this. Change something

manually - works fine. Use gui to change something else & your manual change

gets overwritten - unacceptable!!!

JasonDick

5-Oct-10 4:51am

I have to agree with this article rather strongly.

GUI's are great when you are only going to perform a task every once in a great

while, so that the primary time sink is learning the system. Any good GUI is always

going to be much faster to learn than a CLI.

But this pretty much discounts the usefulness of GUI's for any sort of serious

system administration tasks. Sure, YaST is great for the single-user PC (it's one

big reason why I run OpenSUSE on my laptop), but I agree that there's no way in

hell I'd want to use YaST to work on multiple machines at once. And probably not

even on my single machine if I spent much time fiddling with the configuration.

So yeah, if a company is expecting to sell products in a business setting where

more than one computer is expected to be in use, a fully-featured CLI is absolutely

essential.
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